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Dennard scaling has come to an end. General-purpose architecture now can hardly have
major improvements in power efficiency. Therefore, recently researchers have been ac-
tively coming up with hardware designs that do only a limited number of tasks but with
great efficiency. Those designs are called hardware accelerators. The future hardware will
equip more and more such accelerators and the general-purpose cores will become the
hosts of those accelerators. BlackParrot is a Linux-Capable RISC-V Multicore that strives
to be the hardware accelerator host widely used by the world. Although BlackParrot has
competitive performance and good power efficiency as compared to other RISC-V Cores,
the lack of open source I/O devices significantly limits its applications, for example, sup-
porting standard Linux distributions. In my thesis work, a complete network solution
has been brought to BlackParrot. This includes creating an Ethernet controller, which
contains a ported open source Ethernet MAC, testing a RISC-V PLIC module, porting
two embedded libraries that together allow making secure SSL connections, enabling the
use of the off-the-shelf network stack from Linux kernel 5.15, and also supporting a Linux
distribution from Yocto by doing NFS mounting. Both the software and the hardware are

completely open source, and both of them have been validated on FPGA.
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1 Introduction

Due to the end of the Dennard scaling[2], the power density of silicon chips has no
longer been constant and hence forces the research focus to switch from general-purpose
architecture, which can process on various kinds of workload, to domain-specific archi-
tecture, which does only a small subset of tasks with orders of magnitude improvement
in both performance and cost over the general-purpose one. This unavoidable movement
has brought plenty of hardware accelerators to the world, including the famous google
TPU[3] and Cerebras WSE-2[4].

BlackParrot[5] is a BSD-licensed, fully open-source RISC-V multicore that is designed
to be the default host processor for hardware accelerator chips. It has top performance
among open-source cores in its efficiency class. However, despite the fact that BlackParrot
is capable of running Linux kernel, it cannot run standard Linux distributions due to the
lack of open source I/O devices. In order to make BlackParrot a fully functional SoC
and support more software, the goal of my thesis work was to equip BlackParrot with
Ethernet Connectivity. By doing this, BlackParrot would be able to connect to the Internet
and run a standard Linux distribution by doing NFS mounting.

This thesis summarizes my works that try to address the above issue. For the hard-
ware side, I have done the following three things: First, the RISC-V PLIC module from
OpenTitan[6] has been tested with BlackParrot. Second, the 1G Ethernet MAC module,
eth_mac_lg_rgmii_fifo, from Alex Forencich[7] has been ported to BlackParrot. Third,
the S-mode external interrupt line has been added to BlackParrot. Extra efforts have
been made to ensure all the hardware designs are largely technology-independent, which
means developers only need to replace the small, technology-dependent parts of the de-
signs in order to port these designs to different technology nodes or different FPGA
boards.

For the software side, I have ported the TCP/IP library IwIP[8] and the SSL library
wolfSSL[9] to BlackParrot. These lightweight libraries provide all the necessary function-
alities to make secure network connections in embedded applications. I have also created

three examples for the demonstration of the libraries. The first example is a collection of



TCP/SSL server/client programs, while the second and third examples are the boot load-
ers for the BlackParrot System on Module. Besides those libraries, I have also upgraded
both Linux and OpenSBI in the BlackParrot SDK[10] to a higher version (from Linux 5.8
and OpenSBI 0.7, to Linux 5.15 and OpenSBI 1.0). The Liteeth driver[11] and the PLIC
interrupt controller driver[12] from Linux kernel 5.15 have also been tested on the com-
bination of BlackParrot, the Ethernet controller and the PLIC module. Both the Linux
drivers and the Linux kernel can now work out-of-box on BlackParrot, which means no
custom changes are needed. Finally, I was able to NFS boot a default Linux distribution
from Yocto[13] on BlackParrot. Both the hardware and software components are fully free

and open-source, and they have all been validated on an FPGA.
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2 Background

2.1 OpenSBI

OpenSBI[14] is an open-source project that provides reference implementation of RISC-V
SBI specifications[15], which provides a standard interface between a M-mode firmware
and an S-mode operating system (for example, Linux). OpenSBI handles various kinds
of things including instruction emulation, console operations and misaligned memory
access. In our research group, an SBI implementation for BlackParrot was made based
on the provided template implementation from OpenSBI. Our final SBI binary directly
includes the entire Linux kernel binary as its payload and the SBI binary serves as the

first bootloader running in M-mode.

2.2 BlackParrot

BlackParrot (BP) is an open-source Linux-capable multicore that supports RV64G and
three privilege levels — machine, supervisor and user mode. It is licensed under BSD-3. It
has an 8-stage, in-order pipeline and shows competitive performance among other RISC-
V processors. It has a modular architecture that consists of three parts: front end, back end
and memory end. This design has allowed contributors to work independently without
breaking the others. For debugging, the tool Dromajo[16] has been ported to BlackParrot
and it allows both fast software simulation and hardware co-simulation, which is handy

for catching bugs at both software and hardware levels.

2.3 ZynqParrot

ZynqgParrot[17] is a framework that can be built in every Zynq SoC[18] that contains an
ARM processing system(PS) (for running Linux and other applications) and Xilinx pro-
grammable logic(PL) (for running synthesized design). There are several AXI connections
between PS and PL. This enables the user to run a program in PS and get the outputs
from PL. There is also an AXI connection between PL and the DRAM module in PS. This

allows the digital design to access the memory in PS from PL. The above two features of
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the Zynq SoC are the key enablers of ZynqParrot.

Under the ZynqParrot framework, BlackParrot runs in PL. Whenever BlackParrot ac-
cesses its I/O interface, it will send read/write requests from PL to PS through an AXI
connection. A program running on the PS will then either display the read data to the
user or writes the data entered by the user back to the PL, depending on the decoding
results of those requests. BlackParrot also leverages the DRAM module in PS through an
AXI connection. The DRAM module serves as the backend of the Blackparrot L2 cache.

Besides the above infrastructure, the ZynqParrot framework also provides an envi-
ronment for fast simulation of running a program in BlackParrot. This feature is helpful

when developing hardware peripherals on ZynqParrot.

2.4 Litex

Litex[19] is a framework that enables efficient and convenient build of FPGA SoCs. The
framework has supported several FPGA boards and provides many common components
seen in an FPGA SoC, such as various CPUs, AXI bus, LiteDRAM, LitePCle, LiteSATA
and Liteeth. Although the Litex framework uses Migen as its Hardware Description Lan-
guage, which is not as common as Verilog/SystemVerilog, the framework has provided
a mechanism to translate Migen to Verilog. This makes the framework work seamlessly

with the traditional development flow.
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3 Hardware

3.1 Ethernet Controller
3.1.1 Introduction

According to the OSI model (figure 1)[20], there are 7 abstraction layers in computer
networking, from the physical layer (layer 1) to the application layer (layer 7). The well-
known HTTP protocol is at the application layer, while the TCP, IP protocols are at the
transport layer and the network layer, respectively. The Ethernet protocol defined by
IEEE 802.3 involves both the physical layer and the data link layer. The Ethernet physical
transceiver (PHY) operates at the physical layer. It sends and receives the analog signals
on the wired cable, and with different types of physical media (for example, copper in
1Gbps, optical fiber in 10Gbps speed case), different types of PHYs are used. The Ethernet
MAC operates at the data link layer. It sends/receives the raw Ethernet frames to/from

the PHY.

Layer 7

|’ Application Layer ‘

| Presentation Layer W

Session Layer ‘

Transport Layer

Network Layer

Data Link Layer

—_—— e ——  ——  — -

Physical Layer
Layer 1

Figure 1: The OSI Model

Figure 2 shows the overview of the typical Ethernet hardware. The PHY device is
a dedicated external module that is not within the pure digital design boundary. The
original standard interface between MAC and PHY is called the Media-Independent In-
terface (MII). It allows the MAC module to connect to different types of media, and hence
different types of PHYs, without the need to redesign the MAC hardware. Besides MII,
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there are other variants as well, including GMII/RGMII, which are commonly seen in 1G

Ethernet, and XGMII, which appears in 10G Ethernet.

Mil

MAC PHY Cable

e
X
f

User Logic J

Pure Digital Design

FPGA/ASIC

Figure 2: Ethernet Hardware Overview

The MAC module receives the layer 2 Ethernet frame (shown in figure 3) from the user
logic. It then adds the preamble, start frame delimiter (SFD) and frame check sequence
(FCS) to the frame before sending it to PHY. Frame check sequence is used to detect errors
in the Ethernet frame. If there is an error, the receiver will just drop the Ethernet frame.

The user logic can be anything from simple Ethernet control logic to a complex TCP
offload engine, depending on the specific need. The Ethernet control logic could include
a hardware module that generates interrupts, a DMA engine that transfers the packets,
and some control/status registers that provide the MAC access to the users. Together the

Ethernet control logic and the MAC module form an Ethernet controller.

Layer 2

Ethernet Frame ‘ 6 byte ‘ 6 byte ‘ 2 ‘ 46-1500 byte ‘
Dst MAC Src MAC Type Payload
Layer 1
Ethernet Packet ‘ 7 byte ‘ 1 ‘ 6 byte ‘ 6 byte ‘ 2 ‘ 46-1500 byte ‘ 4 byte ‘
Preamble SFD Dst MAC Src MAC Type Payload FCS
Figure 3: Ethernet Frame
3.1.2 Goals

The Ethernet controller is designed with the four following goals: 1. The work should

be fully open-source and leverage as many existing high quality, off-the-shelf projects as
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possible in order to minimize the hardware development cost as much as possible. 2.
The work should be fully compatible with the existing Linux Ethernet device driver so
that the entire software stack would work seamlessly with my work without the need of
any custom changes. 3. The work is intended for use in both FPGA and ASIC, i.e., it
should be synthesized in both ASIC and FPGA with only minimal technology-dependent
primitives for I/O. 4. The work should support both 100Mbps and 1Gbps as they are the

most common speeds seen in daily life.

3.1.3 Hardware Selection

Ethernet MAC Selection
In this thesis work, several MAC modules have been considered: Liteeth[21], LeWiz[22]
and Alex[7]. As pointed out in figure 4, all the three MAC cores can achieve 100M
and 1G Ethernet since they all support tri-mode, which includes 10M, 100M and 1G.
However, only Liteeth comes with mainline Linux (starting from Linux 5.15) support.
Although Liteeth could offer such a big benefit, the cost of learning the Litex framework
and new HDL language might offset the benefit. Since Liteeth is designed for FPGA and
is written in a language that is not as popular as Verilog, changing the code to make it
work for both ASIC and FPGA would likely require developers to learn a new language
and be familiar with the Litex framework. Although the framework can convert Migen
into Verilog, the auto-generated code is not human-readable and hence is not good for
porting and development. Given that we are only interested in Liteeth alone, from both
the development and maintenance perspectives, the overhead of learning a new language
and platform for just a single module from Litex would go beyond its own advantages.
Another option is to leverage the Linux device driver from Liteeth and use the MAC
module from either Alex or Lewiz, which are all written in (System)Verilog. Although
Lewiz is claimed to support both FPGA and ASIC, from the history of the repository on
github and their responses to my previous filed issues, the project seems to have been
inactive for some time and only few projects have adopted it. On the other hand, Alex’s

MAC module has been actively maintained so far and has been widely used. This leads
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Alex Forencich Lewiz Liteeth

Speed Tri-mode (10M/100M/1G), Tri-mode (10M/100M/1G) | Tri-mode (10M/100M/1G)
(Unit: bit/sec, or bps) | 10G, 25G

Mil interfaces GMII, RGMIL,... GMII GMII, RGMII,...

HDL Verilog Verilog Migen

FPGA/ASIC FPGA Both FPGA

Linux Device Driver X X 0]

in mainline kernel

Ethernet Controller X X 0}

Figure 4: Comparison between Different MAC Modules

to the decision that the Liteeth Linux device driver in mainline Linux should be used for
the software; the MAC module should be used to create a MAC module suitable for both
ASIC and FPGA; and I should create our own Ethernet controller.

As for the MII interface, figure 5 and figure 6 show the GMII and RGMII interface re-
spectively. Both GMII and RGMII are source-synchronous, which means the data signals
are sent along with a clock signal generated from a transmitting node, rather than a global
clock signal. In GMII, there are GMII_TXD and GMII_RXD for data transmission, both of
which are 8 bit wide; there are also control signals for RX_DV (data valid), RX_ER (error)
and TX_EN (enable), TX_ER (error). Whereas in RGMII, the data transmission lines for
both RX and TX are cut down from 8 to 4 bits, which is achieved by transmitting the data
on both the rising and falling edge of the clock signal, i.e., the first 4 bits on the rising
edge and the last 4 bits on the falling edge. Besides, the number of control signals are
also reduced by half: The RX_CTL/TX_CTL sends RX_DV/TX_EN on the rising edge
and the ‘exclusive or’ of RX_DV/TX_EN and RX_ER/TX_ER on the falling edge. Since
the RGMII interface significantly reduces the pin counts, it is the chosen MII interface in
our implementation.

FPGA Board and PHY Module Selection
In order to run 1G Ethernet with RGMII interface on an FPGA, the board Zedboard[23],
and the PHY module Avnet Network FMC Module[24] are selected. Zedboard has an
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At Transmitter:

GMII_TXC

Figure 5: GMII Signals

FMC LPC interface which can be connected to the network FMC module. With some
proper pin assignment on Zedboard, the RGMII signals on the FPGA can be connected to
the FMC interface, and then routed to the PHY module. The PHY module will then send

the signals out to an Ethernet cable.

3.1.4 BlackParrot Ethernet Controller

Overview
The overview of the ethernet_controller module is shown in figure 7. All the modules
that are used in both ASIC and FPGA are placed in this module. For those platform-
dependent primitives, they are placed outside the ethernet_controller module and bun-
dled together under the wrapper module, ethernet_controller_wrapper (see figure 8). For
example, in the case of Zedboard, IDELAYCTRL and IDELAYE2 primitives are needed to
meet the timing constraints for RGMII, therefore they are put under the wrapper module.
The eth_mac_lg_rgmii_fifo module is the Ethernet MAC module from Alex. The
original version of the MAC module supports tri-mode and uses two 125 MHZ clocks
(one with 90 degree shift) and some FPGA primitives (IDDR and ODDR) to deal with

the RGMII signals. The original version also has a helpful status interface that users can
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* RGMII:

At Transmi

RGMII_TXD[3:0]

RGMII_TX_CTL

Figure 6: RGMII Signals

leverage to detect packet corruption at the Ethernet packet level. My main modifications
to the MAC module are as follows: 1. Replace the FPGA primitives with the IDDR and
ODDR modules from Basejump STL[25]. 2. Replace the two 125 MHZ clocks with one
single 250 MHZ clock plus some generated clock logic. 3. Add IDELAYE2 primitives and
use IOB packing to meet the timing constraints on Zedboard.

The MAC module supports tri-mode by detecting the speed of the external PHY,
which can be 10Mbps, 100Mbp or 1Gbps, and runs at the exact same speed. If the speed
of the external PHY changes during runtime, the speed of the Ethernet controller will
also be adapted accordingly. For example, if the speed of PHY is changed from 100Mbps
to 1Gbps, the Ethernet controller will detect the speed change (by looking at the clock
cycles of the RGMII RX clock from PHY) and update its speed from 100Mbps to 1Gbps.

"ethernet_memory_map"

This module presents the memory map of the Ethernet controller (figure 9). The
memory map is based on the memory map from the existing Linux Liteeth device driver.
For the transmission path: First, “TX Ready” bit is checked. If it is set, the TX buffer
has space and can accept new packets. Second, write the packet to the “TX buffer” and

the size of the packet to the “Length of the Transmitting Packet” register. Third, do a
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/ ethernet_controller \\
—_— - \
ethernet_sender

TXFIFO

ethernet_memory_ ED:D:D:D
map )

Data I/O

~

eth_mac_1g_rgmii_fifo RGMII

i >
aag| [T o

: ethernet_receiver
interrupt_control_ =

unit

RX FIFO

Figure 7: The ethernet_controller Module

P ~
ethernet_controller_wrapper
platform-
dependent ethernet_controller
primitives
S P

Figure 8: The ethernet_controller_wrapper Module

write (can be any value) to the “TX Send” bit to send the packet.

For the receive path: First, “RX Event Pending” bit is checked. If it is set, the RX buffer
has packets to receive. Second, read the packet from the “RX buffer” and the size from

the “Length of the Received Packet” register. Third, write “1” to the “RX Event Pending”

bit to acknowledge the received packet.

The “TX Event Pending” bit is set when the status of the TX buffer goes from full to

empty. This is used by the Liteeth Linux driver to notify Linux to resume the Network

traffic. Writing “1” to it clears the bit.

When the enable bit is set, the corresponding interrupt is enabled. Otherwise it is

The “Index of the Received Packet” is unused and is always zero. The “Index of
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the transmitting packet” is also unused and all the values written to it are ignored. These
fields are used as the FIFO pointers to the current RX/TX slots in the Liteeth Linux driver,
but since in our design the main RX/TX buffers are in eth_mac_1g_rgmii_fifo and does
not require the driver to maintain where the current slots are, these fields are deliberately

tied to zero to hide those details from the software.

Memory map:
1. RX/TX Buffers:

RX Buffer:
0X0000-0x0800

TX Buffer:
Ox0800-0x1000

2. Register Map:

Readable Register:
0x1000: Index of the Received Packet
0x1004: Length of the Received Packet
0x1010: RX Event Pending Bit
®x101C: TX Ready Bit
0x1030: TX Event Pending Bit

Writable Register:

Bx1010: RX Event Pending Bit

©x1014: RX Event Enable Bit

0x1018: TX Send Bit

0x1024: Index of the Transmitting Packet
0x1028: Length of the Transmitting Packet
0x1030: TX Event Pending Bit

©x1034: TX Event Enable Bit

J|H:
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
¥*
*
*
*
*
*

~

Figure 9: The Memory Map of the BlackParrot Ethernet Controller

"ethernet_sender" and "ethernet_receiver"

Since the TX and RX buffers in Liteeth Linux driver are presented as a random-access
memory buffer, these modules are used to do the necessary conversion from the AXI
stream interfaces to memory arrays. Both ethernet_sender and ethernet_receiver have a
FIFO with 2 slots. Each slot can contain only 1 Ethernet packet, regardless of the size of
the packet. The reason to have FIFOs with 2 slots is to allow both the AXI stream side
and the ethernet_memory_map side of the hardware to operate at the same time.
"interrupt_control_unit"

This module generates two level-triggered interrupts, one for RX and the other for TX.
The RX interrupt is asserted high when the RX buffer is not empty, while the TX in-

terrupt is asserted high when the status of the TX buffer changes from full to non-full.
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"eth_mac_1g rgmii_fifo"

This is the core MAC module ported from Alex (figure 10). The Ethernet packets are sent
and received through the AXI stream interface on the left, which connects to the inner
part of the Ethernet controller. Right next to the AXI stream interface are the TX and RX
FIFOs. They store the packets and do the clock domain crossing between the user logic
clock and the Ethernet TX/RX clock. Inside the eth_mac_lg rgmii module, eth_mac_1g
sends/receives Layer 1 Ethernet frames to/from rgmii_phy_if through the GMII interface,
while rgmii_phy_if does the conversion between GMII signals and RGMII signals. The
RGMII signals then connect to the external PHY module.

rgmii_phy_if is responsible for maintaining the necessary phase difference between
the RGMII_TXD/RGMII_TX_CTL and RGMII_TXC. As shown in the RGMII timing dia-
gram in figure 6, instead of sending together, RGMII_TXC is center-aligned to every beat
of RGMII_TXD and RGMII_TX_CTL, that is, the rising edge of RGMII_TXC is aligned
with the first 4 bits of data plus TXEN and the falling edge is aligned with the last 4 bits of
data plus TXERR. In order to meet such a requirement, from figure 11, rgmii_phy_if gen-
erates GMII_TXC (which generates RGMII_TXD, RGMII_TX_CTL), whose rising edges
align with the rising edges of clk250_i, and generates RGMII_TXC, whose rising edges
align with the falling edges of clk250_i. rgmii_phy_if also considers the latency between
GMIL_TXD and RGMII_TXD, so that the first RGMII data will always be sent along with
a rising edge of RGMII_TXC. This can be seen in the same figure: ‘d1d0’ is an 8-bit GMII
data and it is transmitted as two 4-bit RGMII data: ‘d0’, and then ‘d1’. ‘d0’" is always
followed by a rising edge of RGMII_TXC.

Figure 12 shows the rgmii_phy_if module. The speed_i signal in rgmii_phy_if comes
from the GMII_RXC speed detection logic in eth_mac_1g_rgmii. It distinguishes be-
tween 2.5 MHZ, 25 MHZ and 125 MHZ and makes the speed of RGMII_TXC equal to
GMII_RXC.

The original version of rgmii_phy_if uses IDDR and ODDR FPGA primitives and the
90-degree shifted clock to receive and send DDR signals. In order to make the design
suitable for both FPGA and ASIC, those primitives and the clock signal have been re-

placed with the clk250_i signal (and its generated clock signals) and synthesized versions
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of IDDR and ODDR.

;//- B
(( eth_mac_1g ) ™
:::> TX FIFO |BB axis_gmii_tx L\>
AXI rgmii_phy_if ‘ RGMII
Stream

@j‘ RX FIFO |<€im1 axis_gmii_rx =

| A Y, ‘
\.__eth_mac_1g_rgmii i

"\\7- eth_mac_1g_rgmii_fifo J

Figure 10: The eth_mac_1g_rgmii_fifo Module

Clock Domains

The clock domains of the MAC module are shown in figure 13. There are 3 clock do-
mains in the design: logic_clk, clk250_i, and phy_rx_clk from the external PHY. clk250_i
generates two additional clocks: tx_clk and phy_tx_clk. tx_clk is the clock used in the TX
path of the MAC module, while phy_tx_clk is the RGMII TX clock sent to PHY. rx_clk is
the output of a clock buffer for phy_rx_clk. It is used in the RX path of the MAC module.
Meeting the Timing Constraints

This paragraph describes how the RGMII timing constraints are met on Zedboard. First,
the IOB packing has been used to help meet the TX RGMII timing. An IOB (Input Output
Block) can hold a register and it is the interface between the FPGA and the outside world.
What IOB packing does is it moves an external register into an IOB. This can minimize
the skews between the RGMII TX clock and the RGMII TX data signals as both the clock
signal and the data signals do not have to propagate for a long distance before reaching
the I/O ports. Second, the IDELAYE2 primitives have been used to help meet the RX
RGMII timing. An IDELAYE2 primitive simply delays input signals. Since the RX clock
signal has a longer input path than that of the RX data signals (because the RX clock signal
has to go through the clock buffer before reaching the registers), IDELAYE2 primitives are

applied to the RX data signals to meet the RX timing.
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Figure 11: Waveforms for rgmii_phy_if waveform

3.2 RISC-V PLIC
3.2.1 Overview

RISC-V Platform-Level Interrupt Controller (PLIC)[1] multiplexes various interrupt sources
onto interrupt lines of targets. Figure 14 shows the four main parts of the PLIC architec-
ture: they are “interrupt signals”, “PLIC gateways”, “PLIC core” and “targets”.
“Interrupt signals” are the interrupt sources of PLIC, for example, they could come
from an Ethernet device or a keyboard. A “PLIC gateway” converts its associated in-
terrupt signal to an interrupt request, which then be forwarded to “PLIC core”, and the
gateway sets the corresponding interrupt pending bit. One thing to note here is that a
“PLIC gateway” only forwards one interrupt request at a time. It would only resume
the forwarding after it gets an interrupt completion message for its associated interrupt
source. “PLIC core” computes the EIP (External Interrupt Pending) bit and handles the
accesses of the Interrupt Claim/Complete register for each target. Finally, a “target”
would be signaled an interrupt notification if its corresponding EIP in “PLIC core” goes

high. A “target” is usually a RISC-V hart context (figure 15). For example, a 4-core RISC-
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Figure 13: The Clock Domains of the MAC Module

V that supports M, S-mode could have up to 8 targets. However, in practice not all the
hart contexts are connected to the PLIC. For instance, a typical RISC-V Linux system run-
ning in S-mode would only have the S-mode external interrupt lines of the RISC-V cores
connected to the PLIC.

Besides the four main parts, there are also memory-mapped registers for control-
ling the PLIC operations. The “Interrupt Priorities” registers store the priority for each
interrupt source, with 0 being disabled and higher value being higher priorities. The “In-
terrupt Pending Bits” registers show the pending status for each source. The “Interrupt
Enables” registers store the enablement of every interrupt source of each target. The “Pri-
ority Thresholds” registers mask out all the interrupts with priorities less than or equal to
it for each target. Lastly, the “claim/complete” registers are used to acquire the interrupt

source ID of each target and send the interrupt completion message to the associated
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Figure 14: The PLIC Architecture [1]

3.2.2 Flow

Consider the scenario in figure 16, where the interrupt line of an Ethernet device and
the interrupt line of a keyboard are connected to PLIC, which is then connected to the
S-mode external interrupt lines of the RISC-V cores. Assuming the priorities of these two
interrupt sources are higher than the two thresholds for the RISC-V cores, and assuming
these two interrupt sources are all enabled for each RISC-V core, below demonstrates
the interrupt flow when the Ethernet device start asserting its interrupt line while the
keyboard interrupt line is deasserted: First, the gateway of interrupt source 1 forwards
the Ethernet interrupt to the PLIC core and delays its next forwarding until receiving an
interrupt completion message. This corresponds to step 1 and 2 in figure 17. Second,
since interrupt source 1 is enabled for both RISC-V cores, the PLIC core sends out an
interrupt notification to each S-mode interrupt line. This is step 3.

Third, both RISC-V cores get the S-mode external interrupt and start executing their

interrupt handlers. At the beginning of their handlers, both RISC-V cores read their own
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Figure 15: PLIC and RISC-V Harts [1]

memory-mapped claim register in PLIC. If the read returns a non-zero value, it means
the core that did the read has successfully claimed the interrupt and got the ID of the
interrupt, in this case, 1. Otherwise, it means the interrupt has been claimed by another
core. This ensures only one core claims an interrupt at a time. After the claim, the inter-
rupt pending bit for source 1 is cleared, and since there’s no other pending interrupt, both
EIP bits are cleared as well, resulting in a clear in each S-mode interrupt line. The above
process corresponds to step 4 and 5. After handling the Ethernet interrupt, the RISC-V
core that claimed the interrupt writes the interrupt ID, 1, back to its memory-mapped
completion register in PLIC. This action sends a completion message to the gateway of
interrupt source 1, enabling it to forward the next interrupt request. This completes step

6.

3.2.3 RISC-V PLIC from OpenTitan

A RISC-V PLIC module from lowRISC has been used in BlackParrot. The PLIC module
almost works out-of-box on BlackParrot. Only a few custom changes have been applied
to the module, for example, to workaround a synthesis bug appearing in some older

Vivado version. The PLIC module was generated from the PLIC template in OpenTitan.
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Figure 17: The PLIC Interrupt Flow [1]

Although the PLIC template can support up to 255 interrupt sources, for the system of
BlackParrot plus Ethernet controller, only two interrupt sources (Note that one of the two

interrupt sources is reserved and not used, that is, source 0) and one target are generated.
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4 Software

4.1 Linux
4.1.1 Linux Liteeth Driver

Memory Map

Figure 18 shows the memory map of a Liteeth device. The map consists of two parts,
the TX/RX bulffer region (starting from buf_base) and the register region (starting from
reg_base). Note that in Liteeth driver, WRITER refers to the RX side of the Liteeth hard-
ware; while READER refers to the TX side. Also, buf_base is not necessarily lower than

reg_base. They can be any arbitrary locations.

LITEETH_READER_EV_ENABLE

LITEETH_READER_EV_PENDING

LITEETH_WRITER_SLOT

reg_base
TXslotN -1
: num_tx_slots
slot_size < TX slot 0
RX slotN - 1
; num_rx_slots
RX slot 0
buf base >

Figure 18: The Liteeth Memory Map

¢ The TX/RX Buffer Region
This region consists of a TX FIFO and an RX FIFO. They contain num_tx_slots and
num_rx_slots slots respectively. Each slot has the same size and is able to store 1
packet. The current RX slot pointer is maintained in the hardware and can be read
out through LITEETH_WRITER_SLOT. On the contrary, the current TX slot pointer
is maintained in the driver, and needs to be written to LITEETH_READER_SLOT to

inform the hardware the right location to send the packet.
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* Memory-Mapped Registers

Below lists only part of the memory-mapped registers that are used in the driver.

— LITEETH_WRITER_SLOT

Index of the current received packet.

— LITEETH_WRITER_LENGTH

Length of the current received packet.

— LITEETH_WRITER_EV_PENDING
Pending bit for RX. If set, the RX buffer is non-empty. Writing 1 to it clears the
bit.

— LITEETH_WRITER_EV_ENABLE

Enable bit for RX. If set, the interrupt line of RX is asserted when
LITEETH_WRITER_EV_PENDING is set.

— LITEETH_READER_START

If written to 1, the next packet in the TX buffer is transmitted.

— LITEETH_READER_READY
If set, the TX buffer is full.

- LITEETH_READER_SLOT
Index of the next transmitting packet.
— LITEETH_READER_LENGTH

Length of the next transmitting packet.

- LITEETH_READER_EV_PENDING
Pending bit for TX. If set, the TX buffer becomes free. Writing 1 to it clears the
bit.

- LITEETH_READER_EV_ENABLE

Enable bit for TX. If set, the interrupt line of TX is asserted when
LITEETH_READER_EV_PENDING is set.

Functions Below lists the main functions used in the driver.
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e liteeth_rx
The receive function for Liteeth. It reads out the value from LITEETH_WRITER_SLOT
to get the memory location for receiving the packet. It also reads out
LITEETH_WRITER_LENGTH to get the packet size. If the packet size is too large
or is zero, it drops the packet; otherwise the packet is copied into the Linux kernel
from the RX buffer in the Ethernet hardware, followed by an ACK. One thing to note
is that this function receives only one packet per call. This might be a suboptimal

solution because the CPU will have to take the interrupt latency for every packet.

¢ liteeth_interrupt
The interrupt routine checks TX and RX pending bits, and clears them if set. If the
TX pending bit is set, it resumes the network traffic in the Linux kernel if it has been

stopped. If the RX pending bit is set, it calls liteeth_rx to receive the packet.

e liteeth_probe
This function is called when the Liteeth driver is registered in the Linux kernel.
It parses the device node with ‘compatible” property set to “litex,liteeth” in the
device tree and determines the parameters in figure 18. Figure 19 shows an exam-
ple device tree configuration for the Liteeth driver. The “regs” specifies the bases
and the sizes for the TX/RX region and register region (in this case, reg_base is
set to 0x10001000 with size 0x100; buf_base is set to 0x10000000 with size 0x1000);
the “litex,rx-slots” and “litex,tx-slots” specify num_rx_slot and num_tx_slot, respec-

tively; and the “litex,slot-size” specifies slot_size.

¢ liteeth_start_xmit
This function is called when a packet needs to be sent. If the TX buffer is full before
sending the packet, it tells the Linux kernel to stop transmitting packets. This stop
serves as a means of network flow control, and it will remain in effect until Linux
receives the interrupt indicating that the TX buffer has become available. If the trans-
mitting packet size is too large, the packet gets dropped. Otherwise the function
writes the packet to the TX buffer, the packet size to LITEETH_READER_LENGTH,
the correct TX slot index to LITEETH_READER_SLOT, and then issues a start signal
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to LITEETH_READER_START. At the end, the driver updates the TX slot index.

¢ liteeth_open, liteeth_stop, liteeth_remove

These functions are part of the net device operations in the Linux kernel.

Figure 19: A Device Tree Example for the Liteeth Driver

4.1.2 Linux Interrupt Controller Driver

There are two RISC-V interrupt controller drivers in Linux kernel 5.15: the RISC-V Hart-
Level Interrupt Controller[26] and the SiFive Platform-Level Interrupt Controller[12]. RISC-
V Hart-Level Interrupt Controller (HLIC)

This controller handles the interrupts defined by the RISC-V specification: they are the
software interrupt, timer interrupt and external interrupt. The use of this interrupt con-
troller is specified in the device tree. The device node for HLIC should have the ‘compat-
ible” property set to “riscv,cpu-intc”. As for connecting the interrupt lines of a device to
the interrupt controller, “interrupts-extended” can be used to specify those connections.
For example, the example device tree in figure 20 shows a clint device connecting its M-
mode software interrupt line (Number: 3) and M-mode timer interrupt line (Number 7)
to a Hart-Level Interrupt Controller, called CPUO_intc.

When Linux registers an HLIC, the callback function, handle_arch_irq, within han-
dle_exception (which is the entry point of the S-mode interrupt handling in Linux), is
set to riscv_intc_irq, which is the interrupt handler in this controller, as demonstrated
in figure 21. Besides, Linux will create an irq_domain data structure to keep the map-
ping between the hardware irq numbers (like 9 is S-mode external interrupt in a RISC-V

hart) and their associated interrupt handlers during the HLIC registration. Linux will
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add entries to that data structure whenever it discovers a device connecting to the HLIC
in the device tree. For instance, there is an HLIC, cpu0_intc in figure 20, therefore an
irq_domainfor the HLIC is created. There is also a PLIC device connected to cpu0_intc,
so an interrupt handler provided by the PLIC device and the hardware irq number 9, are
put into the irq_domain of cpu(_intc, as shown in figure 21. With this mapping, HLIC
is able to find out the correct interrupt handler to call based on the passed hardware irq
number.

SiFive Platform-Level Interrupt Controller (PLIC)

While HLIC handles the three standard RISC-V interrupts, this controller deals with the
interrupts connected to a PLIC device. The use of this interrupt controller is specified in
the device tree. The device node for PLIC should have the ‘compatible” property set to
“sifive,plic-1.0.0”. The ‘extended-interrupt’ in figure 20 shows a PLIC interrupt controller,
plic, which connects to the S-mode external interrupt line (number 9) of an HLIC interrupt
controller, CPUQ_intc. The ‘reg’ property defines the location and the size of the memory-
mapped 10 of the PLIC device, in this case they are 0x20000000 and 0x4000000. Finally,
the ‘riscv,ndev’ specifies the total number of interrupts supported in the PLIC device.

When Linux registers a PLIC, it not only creates an irq_domain for it, but also adds
the mapping between the interrupt handler of PLIC, plic_handle_irq, and the hardware
irq number to the irq_domain of its interrupt parent domain, in this case the irq_domain
for CPUO_intc. What plic_handle_irq does is that it reads the claim register in the PLIC
device to get the interrupt source number. Then it looks up the number in the plic’s
irq_domain to find out the right interrupt handler to call.

Going Back to the device tree in figure 20, there is a Liteeth Ethernet device, ethernet,
connected to the interrupt source 1 of plic, so the mapping between the Liteeth interrupt
handler, liteeth_interrupt, and 1 is added to plic’s irq_domain. Note, however, instead
of being called directly by plic_handle_irq, liteeth_interrupt is called by handle_fast_eoi,
which sends an End of Interrupt signal to PIC (essnetially a write to the PLIC completion
register) after the liteeth_interrupt call. This completes the PLIC interrupt handling.
Why not connecting Liteeth Driver to HLIC

Possibly the simplest way of combining a Liteeth Ethernet controller with a RISC-V core
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Figure 20: A Device Tree Example for the RISC-V Interrupt Controllers

is to just bind the interrupt line of the Ethernet controller directly to an external interrupt
line of the core. From the hardware perspective, this is doable if the Ethernet controller is
the only external device in the system. However, in Linux, the Liteeth driver cannot work
well with the HLIC driver.

When the HLIC driver gets registered, an irq_domain is created for it. One of the
domain operations (to be specific, the domain map operation) of HLIC’s irq_domain will
only allow interrupt handlers that are marked as “percpu’ to be mapped and added to its
irg_domain. Since the interrupt handler from Liteeth (liteeth_interrupt) is not ‘percpu’,
the registration of the Liteeth device will fail. The PLIC drive, on the other hand, does
not have such an issue because its interrupt handler is ‘percpu” and its irq_domain allows

interrupt handlers without ‘percpu’ to be added to its irq_domain. Therefore, from the
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Figure 21: The Linux IRQ Domains for HLIC and PLIC

software perspective, the Liteeth driver needs to connect to the PLIC driver first, and only
with that the PLIC driver can then connect to the HLIC driver. This is one of the reasons
why a PLIC device is necessary in this thesis work if one of the goals is to use everything
as is.
Percpu Interrupt Handler
A “percpu’ interrupt handler can be called on different CPUs at the same time, without the
need of any locking mechanism. Unlike the typical interrupt handler, ‘percpu’” interrupt
handler has per-cpu storage. In other words, each CPU core will have its own copy of
data. When any of the CPUs executes a ‘percpu’ interrupt handler, it will first figure out
what its CPU ID is and it will use that ID to get the location of its per-cpu storage, on
which the rest of the handler will then operate. Therefore no race condition will occur in
a ‘percpu’ interrupt handler.

‘percpu’ interrupt handlers handle CPU-related tasks. For example, the local timer in-
terrupt handler increments the tick counts of the running core; the PLIC interrupt handler
accesses the PLIC memory-mapped registers of the running core. In contrast, ‘percpu’ in-

terrupt handlers are not suitable for tasks such as receiving Ethernet packets, as it is
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CPU-agnostic and does not behave differently when running on different CPUs.

4.1.3 The RX/TX Path in Linux

The RX Path

After the Ethernet controller receives an Ethernet packet, it asserts the interrupt line to
PLIC, which then sends an interrupt notification onto the S-mode external interrupt line
of BlackParrot. After getting the notification, BlackParrot is trapped into the S-mode
external interrupt handler, handle_exception, in Linux (because opensbi has delegated
the S-mode external interrupt to Linux), which then calls riscv_intc_irq with interrupt
number 9. riscv_int_irq looks up the number in its irq_domain structure and finds out
the corresponding handler, plic_handle_irq. plic_handle_irq gets called and reads the
claim register in PLIC and gets the interrupt source number, which is 1 in this case.
The handler then again looks up the number in its irq_domain and finds out the cor-
responding handler, which is handle_fasteoi_irq. This function gets called and then it
calls liteeth_interrupt, which is the interrupt handling process for the Ethernet. After
liteeth_interrupt is done, handle_fasteoi_irq sends an EOI (essentially a write to the com-
pletion register) to PLIC and ends the entire receive flow.

The TX Path

Whenever the Linux kernel gets a packet to transmit for the Liteeth driver, it calls
liteeth_start_xmit. Note the transmission can be stopped temporarily if the kernel pre-
viously found that the TX buffer from the Ethernet controller was full during its last
transmission. The kernel will resume the transmission after getting an interrupt indicat-

ing that the TX buffer has become available.

42 1wIP
421 Scope

This work targets embedded applications with small memory/code footprint without
operating systems. The final work should be able to run on the BlackParrot Ethernet

controller and the RISC-V PLIC module, and support TCP, UDP and IPv4.
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4.2.2 Introduction

IwlP is a lightweight implementation of many well-known network protocols in layer 3
and 4, such as TCP, UDP, IP(both version 4 and 6) and DHCP. IwIP also provides device
drivers for some common layer 2 protocols, for example, the Ethernet protocol. Figure 22
shows the overview of an IwlIP application running on the Ethernet: IwIP is located in
layer 3, 4 of the OSI model, and the device driver serves as an interface between IwIP and
the underlying physical media.

Depending on the use cases, IWIP can either run in the OS mode (with an operating
system) or in the mainloop mode (without an OS). The OS mode supports sequential
API that is similar to the Linux socket API, while the mainloop mode supports raw API
in which the program execution is driven by callback functions. Since my work targets
embedded applications without operating systems, the mainloop mode is the main focus
in this thesis work.

One of the major differences between the mainloop mode and the OS mode is the
preemption of the task. In the OS mode, the tasks spawned by the user program do not
have to yield themselves to the other tasks because the OS will take timer interrupts to
decide if a task should be preempted and replaced with another task. On the other hand,
in the mainloop mode, the tasks have to yield themselves from time to time in order not
to block the entire system. This would make programming in the mainloop mode more
challenging. Figure 23 shows the typical programming strategy for the mainloop mode.
After the system initialization, the program enters an infinite loop and executes each task
in order. Tasks are implemented as state machines so that all tasks are able to resume

their previous work in every iteration.

4.2.3 Components

Figure 24 shows the components of IwIP. TCP and UDP connections are described by
tcp_pcb structs and udp_pcb structs, respectively. Each IwIP network interface, which is
described by a netif struct, has its own IP address. Based on the destination IP address, the

TCP / UDP traffic is routed to an interface by the IP module. Each interface also has its
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Figure 22: IwIP Overview

own configurations, for example, the MTU size, the hardware address of the underlying
hardware, and functions used by its associated device driver to send / receive the packets
to / from IwIP. The boundary between IwIP and the device driver is netif->input and
netif->output (in the case of IPv4). netif->input is called by the driver to send packets in
IwIP, while netif->output is called by the interface to send packets out IwIP. Although not
shown in the figure, IWIP uses pbuf structs to pass the packet/payload between different
components. Each pbuf can point to one chunk of memory. Multiple pbufs can form a

singly-linked list to store a piece of information that are not contiguous in the memory.

4.2.4 Flow

IwIP uses callback-style API in the mainloop mode to notify the application of the hap-
pening events. The below pseudo code gives the basic idea of how the API works.
Before entering the main loop, the program registers callback functions for different
events, such as the TCP data received event or the error notification event. In the main

loop, the program does the following three things: 1. Check if there is any received
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int main () {
sys_init(); // System Initialization

while(1) {
task1(); // state machine 1
task2(); // state machine 2
task3(); // state machine 3

Figure 23: Mainloop
IwIP Application
wiP
» tcp_pcb tcp_pcb udp_pcb
IP Module
192.168.0.10 _— T 192.168.0.20
netif netif

* netif->input()
** netif->output() (For IPv4)

|7

I

|

Device Driver

Device Driver

Figure 24: IwIP Components

packet. If yes, send it to IwIP through a netif. 2. Call the IwIP housekeeping function,
sys_check_timeouts, to take care of all the background protocol operations 3. Call the user
task. sys_check_timeouts checks the current time and calls a timeout handler if any timer
for a network protocol expires, for example, resending a TCP packet when IwIP does
not receive an ACK in time. sys_check_timeouts should be called from time to time from
the main loop, otherwise IwIP will not be able to handle the expired timeout handler

properly.
void callbackil(void);

void callback2(void);
void callback3(void);

struct netif netif;
int main() {

lwip_register_eventl_callback (callbackl);
lwip_register_event2_callback (callback2);
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lwip_register_event3_callback (callback3);
while (1) {
receive_packet (&netif);

sys_check_timeouts(); // the 1wIP housekeeping function
user_task ();

4.2.5 Dynamic Memory Allocation

IwIP has two dynamic memory allocators, which are the heap memory allocator and
the memory-pool allocator. Their corresponding functions are mem_malloc/mem_free and
memp_malloc /memp_free. Both the heap memory and the memory pools are simply statically-
allocated memory and their total sizes can be specified in the IwIP configuration.

An IwIP memory pool is a chunk of memory that consists of several memory blocks,
each of which has the same size. Figure 25 shows an example of memory pools in IwIP.
The yellow bars are the memory pools, and the green boxes are the descriptors for the
memory pools. Using the IwIP memory pool allocator has two advantages: 1. The
allocation and free operation takes only constant time, since each free memory block
in a memory pool is put into the head of a singly-linked list. 2. It avoids memory
fragmentation, because each memory pool only holds objects with the same size.

For mem_malloc/mem_free, IWIP provides three implementations. The first one (the
default one) allocates various sizes of memory chunks from the IwIP heap. The second
one simply calls an external memory allocator provided by the user, which can reduce
code size if there is already a memory allocator in the user’s library(like malloc from
newlib). The third one uses the memp_malloc/memp_free as its backend. It will search
from the memory pool with the smallest block size and return the allocated memory
once it finds a block that is just big enough for the user’s memory request.

For memp_malloc/memp_free, they can be configured to allocate from the IwIP mem-
ory pools or allocate memory with mem_malloc/mem_free. The latter is useful when
mem_malloc/mem_free are also configured to the second implementation mentioned in the
previous paragraph, as the entire program will then only have the user-provided memory

allocator, which could save some code footprint.
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Figure 25: IwIP Memory Pools

4.2.6 Porting

The actual porting process for IwIP depends on several factors, including the toolchain
being used, the underlying networking device, and the features that users would like to
have. For the toolchain and the networking device, the GNU C compiler, the Newlib C
library, and an Ethernet controller have already been ported to BlackParrot. For the IwIP
features, there will be no OS in our applications so only the mainloop mode is considered.

Below gives the list of what has been done for the porting to the BlackParrot platform:

¢ Implement sys_now
This function is necessary for the timeout features in IwIP to work. In the case of
BlackParrot, gettimeofday from BlackParrot Newlib is used to implement this func-

tion.

¢ Create arch/cc.h
If users would like to overwrite the default settings in Iwip/arch.h, which de-
fines macros for different processors and compilers, they should provide their own
macros in this user provided file, arch/cc.h, which is included at the very beginning
of lwip/arch.h. Below list some examples of the macros defined in lwip/arch.h:
macro that specifies the byte order of the processor (little endian), macro that defines
the platform specific diagnostic output function (printf), and macros that specify the

mappings between the IwIP’s data types to the compiler’s data types.

In the case of BlackParrot, the macro LWIP_DECLARE_MEMORY_ALIGNED has
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been redefined in this file to leverage the alignment attribute from the GNU C

compiler to declare an aligned byte array.

Create lwip/lwipopts.h

If users would like to overwrite the default settings in lwip/opt.h, which defines
various kinds of features options, such as options for TCP, UDP, IP protocols, op-
tions for memory allocation, and options for debugging and statistics, they should

provide their own options in this file.

Iwip/lwipopts.h plays a crucial role in IwIP tuning, and the actual settings in this
file highly depend on the actual program to be run. For example, if the program
needs high performance, options that tell IwIP to use memory pool allocation in
mem_malloc can be put in this file; on the other hand, if the program needs ultra
low memory footprint, options that disable unused features/modules and options
that allocate fewer memory can also be put in this file. For tuning the memory
footprint of the IwIP memory allocators, MEM_STATS can be set to 1 in lwipopts.h
and the function stats_display can be used to dump the memory usage at any specific

moment during runtime.

Implement the device drivers for the BlackParrot Ethernet device
Each network interface in IwIP is described by a netif structure, which includes the

following three callbacks:

- input: send the received packet to IwIP.

- output: resolve the hardware address of the IPv4 packet and send the packet

out to the network device.

— linkoutput: send out the layer-2 packet to the network device. This callback

only needs to be set when output requires it.

The above callbacks are the boundary between IwIP and the device driver. In the
case of Ethernet, IwIP already has built-in functions, netif_input and etharp_output,
for input and output respectively, so that the user does not need to re-implement

all the callbacks. The only callback the user needs to implement is linkoutput since
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this will be called within etharp_output. Besides these callbacks, the user also has
to implement their device driver which will communicate with the hardware and
interact with the IwIP interface with the above callbacks. For BlackParrot, the built-
in Ethernet functions mentioned above are used and linkoutput is set to one of the
BlackParrot Ethernet driver functions, ethernet_send, which will appear in section

442,

Note that in the mainloop mode, the porting of synchronization primitives such as
semaphores and mutexes is not required as all the tasks will not be preempted by each
other, and there can only be one task active at a time. Although the interrupt handler
(described in section 4.4.2) that receives the packet can preempt a task, a simple lock-free

mechanism has been used to allow safe concurrent data access.

4.3 wolfSSL
4.3.1 Introduction

wolfSSL is a lightweight TLS library suitable for embedded systems. It supports up to
TLS 1.3, which is the latest TLS version. Although nowadays TLS and SSL are often used
interchangeably to mean the TLS protocol, they are actually two different protocols: For
TLS, there are TLS 1.0 to TLS 1.3, whereas for SSL, there are SSL 1.0 to SSL 3.0, which
have already been replaced by TLS. In this thesis, these two terms will continue to be
used interchangeably to mean the TLS protocol.

Like TCP, an SSL client will initiate a handshake at the beginning of an SSL connection
to an SSL server. One of the steps happening in the SSL handshake is authenticating
the server’s identity. The main purpose of having the server authentication is to make
sure that the client is really connecting to the server that says who it is. Without the
authentication, the server can claim to be anyone on the Internet without being noticed
by the client.

The authentication process involves an important piece of data called, certificate. Fig-
ure 26 shows how a certificate is generated and used in an SSL connection. A certificate,

issued by a Certificate Authority (CA), contains the owner’s public key and the owner’s
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identity. The issue of a certificate can be described with two steps: First, CA receives a
certificate signing request (CSR) from the organization that plans to have the certificate.
A CSR includes information like the legal name, email address and the physical address
(city, state, country...) of the organization, and a public key. Second, after CA verifies the
information on the CSR, it creates a certificate and signs it with its private key. The above
steps are how the server and CA certificate are made.

With the server certificate, the server can now show its identity by sending its certifi-
cate to its client during the SSL handshaking. After receiving the server certificate, the
client starts the server authentication: First, it figures out which CA signed the server
certificate. Then it searches its trusted CA certificate list (pre-installed in the client) to
find the CA’s public key. Finally, the client uses the CA’s public key to verify if the server
certificate has really been verified and signed by the CA mentioned in the server certifi-
cate. If yes, then the server certificate certifies the mapping between the owner’s public

key and the owner’s identity.
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Figure 26: How an SSL Certificate Works

4.3.2 Porting

The actual porting of wolfSSL depends on the use case and the available software/hard-
ware resources. For BlackParrot, BlackParrot Newlib and the IwlIP library are available.

This section describes the actions taken to port wolfSSL to BlackParrot with those libraries.
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e WRITEV
By default, wolfSSL includes <sys/uio.h> and provides wolfSSL_writev to the pro-
gram. Since the header is not supported in BlackParrot Newlib, this feature is

disabled by defining NO_WRITEV.

e INPUT / OUTPUT
wolfSSL uses the callbacks CBIORecv and CBIOSend to interact with the under-
lying transport layer. By default, those two callbacks are set to EmbedReceive and
EmbedSend, which defaults to using the recv and send from a BSD socket interface.
In order to integrate IwIP into wolfSSL, WOLFSSL_USER_IO is defined and the
callbacks CBIORecv, CBIOSend are set to ssl_media_send and ssl_media_recv, which

interact with IwIP.

¢ FILESYSTEM
Although there is lightweight filesystem support in BlackParrot Newlib, the filesys-
tem support in wolfSSL is disabled by passing —disable-filesystem to ./configure to

achieve a smaller code size.

e TIME
Although BlackParrot Newlib already has a time function, gettimeofday, some modi-
fication to the time function is still needed for wolfSSL. In SSL, current time is used
to validate certificates: Each certificate has notBefore and notAfter fields, and the
current time has to fall within this time window to pass the validation. By the time
the wolfSSL was porting to BlackParrot, there was no real time clock in BlackParrot
that could keep the current time. Therefore, in order to work around this timing
issue, the gettimeofday implementation in BlackParrot Newlib was changed to return
an Epoch time that starts from a fixed time base, for example, June 1, 2021 12:00:00
AM. The expiration date of the demo certificates (which is located in the folder

tcp_ssl/ssl_cert_build/. This can be found in section 4.4.1) were set accordingly.

¢ RANDOM SEED

By default, wolfSSL uses /dev/urandom or /dev/random to retrieve random num-
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bers. Since no such device files exist in our environment, NO_DEV_RANDOM is

defined and the rand function from BlackParrot Newlib is used instead.

* THREADING
Since there will only be one task active in the system, and tasks will not preempt
with each other, —enable-singlethreaded is passed to ./configure to negate the need

to port the wolfSSL mutex layer.

4.4 Ethernet Examples
4.4.1 Directory Structure

Figure 28 shows the directory structure overview. examples/ includes three examples,
tcp_ssl/, ssl_loader/, tftp_loader/, and a common folder common/, which includes the
Ethernet device driver API for all the examples. tcp_ssl/ contains TCP server/client
programs and SSL server/client programs. ssl_loader/ and tftp_loader/ contain the boot
loaders for the BlackParrot System on Module, which is described in section 4.4.4.

common/ethernet_driver/ has ethernet_driver.c, which provides the standard Ether-
net driver interface for IwIP, and three sub-folders, interrupt/, polling/ and host/, which
provide the actual driver implementations. interrupt/ uses interrupts to receive pack-
ets. polling/ uses simple polling to receive packets. host/ uses the raw Linux socket
API as the means to send and receive packets through a real Ethernet interface on a host
computer. The idea behind host is that, with host, developers can choose to compile
the programs using the host toolchain and run them natively on a host. This opens up
several opportunities, for example, improving the debugging process, as developers can
run dynamic analysis tools like Valgrind to catch memory bugs (use-after-free, memory
leaks), or leveraging the profiling tools in the host to identify any potential bottlenecks in
the program.

Each example folder comes with two sub-folders: lwip/ and main/. lwip/ contains
the code that glues the IwIP network stack and the application code in main/ together,
while main/ contains all the application code that sits in the upper layer of the Internet

(figure 27), for example, the TLS/SSL layer. These two sub-folders are designed to be
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independent modules, so users can easily replace any part of the design if needed.
Besides examples, there are also dromajo_config/ and import/. dromajo_config/ con-
tains patches that add a PLIC device and a BlackParrot Ethernet Controller to BlackParrot
Dromajo, so that developers can run and debug the examples on it. However, only ex-
amples with the polling driver implementation will work, as BlackParrot Dromajo cannot
handle external interrupts properly at the time of writing this thesis. import/ contains all

the submodules: BlackParrot Dromajo, IwIP and wolfSSL.

Upper Layer

VN

main/

Iwip/

IwlP Core

netif->input/output
] 1

| ¥
ethernet_init/recv/send

A 4 ethernet_driver/

Lower Layer

Figure 27: The Hierarchy an Ethernet Example. -ethernet_init, ethernet_recv and ether-
net_send are the three functions from the ethernet_driver API. They interface with two
of the callbacks of the IwIP interface, which are input and output.

e oot/
o dromajo_config/
o examples/
m  common/
e ethernet_driver/
o ethernet_driver.c
o interrupt/
o polling/
o host/
m  tcp_ssl/
e lwip/
e main/
m  ss| loader/
e lwip/
e main/
m  (ftp_loader/
e lwip/
e main/
o import/
m  dromajo/
m lwip/
m  wolfssl/

Figure 28: The Root Directory of the Ethernet Examples
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4.4.2 Ethernet Driver

Common Ethernet Driver

The below pseudo code comes from common/ethernet_driver/ethernet_driver.c.

As described in the porting section, IwIP uses netif->input and netif->linkoutput to
communicate with an Ethernet driver. This file provides standard Ethernet device driver
API for those two callbacks as well as the init function for netif.

There are three functions in this file, ethernet_init, ethernet_recv and ethernet_send. eth-
ernet_init is called when IwlIP initializes the Ethernet network interface. ethernet_recv
checks if there is any incoming Ethernet packet. If there is one, it retrieves one packet
and sends it into the IwIP network interface through netif->input. ethernet_recv should
be called periodically so that IWIP can receive packets. ethernet_send will be assigned to
netif->linkoutput, which will be called when IwIP wants to send out an Ethernet packet.

All these three functions call a function that starts with an underscore. These under-
score functions are the actual Ethernet driver implementation that is provided by one of

the three sub-folders: interrupt/, polling/ and host/.

// _ethernet_x*: Actual Ethernet Driver Implementation
void _ethernet_init (struct netif #*netif);

struct pbuf #*_ethernet_recv(void);

int _ethernet_send(struct pbuf #*pbuf);

// ethernet_*: Standard Ethernet Driver API
void ethernet_init (struct netif #*netif)

{
_ethernet_init (netif);
netif_set_link_up (netif);
}
void ethernet_recv(struct netif #*netif)
{
struct pbuf #*pbuf = _ethernet_recv();
if (pbuf)
netif ->input (pbuf, netif);
}
err_t ethernet_send(struct netif *netif, struct pbuf *p)
{
_ethernet_send (p);
}
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Polling/

This implementation uses polling to detect and receive Ethernet packets. The receive
flow is as follows: 1. Check if a packet has arrived 2. If yes, read out the packet size and
allocate a pbuf. 3. Copy the packet into the pbuf. 4. Send an acknowledgement to the
Ethernet controller. The transmit flow is as follows: 1. Write the packet and the size to

the Ethernet controller. 2. Trigger a send to the controller.

void _ethernet_init (struct netif *netif)
{
// empty

struct pbuf #*_ethernet_recv(void)
{
struct pbuf *pbuf = NULL;
unsigned packet_size;
// check if there is an arriving packet
if (¥*(volatile unsigned *)eth_rx_pending_reg) {
packet_size = *(volatile unsigned *)eth_rx_packet_size_reg;
pbuf = pbuf_alloc (PBUF_RAW, packet_size, PBUF_RAM);
// copy the packet from eth_rx_packet_reg into pbuf
*(volatile unsigned *)eth_rx_pending_reg = 1; // ACK the packet
}

return pbuf;

int _ethernet_send(struct pbuf *pbuf)

{

int send_size = pbuf->tot_len;

// copy the packet from pbuf to eth_tx_packet_reg

*(volatile unsigned #*)eth_tx_size_reg = send_size;

*(volatile unsigned #*)eth_tx_send_reg = 1; // send out the packet
}
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Interrupt/

This implementation uses interrupts to detect and receive Ethernet packets. The trans-
mit flow is the same as the one in the polling implementation. The receive flow is as fol-
lows: 1. When a packet arrives, BlackParrot gets interrupted and the program enters the
interrupt handler. 2. The program reads the PLIC claim register to find out the interrupt
source. 3. If it is from the Ethernet controller, push the incoming packet to eth_fifo and
send an acknowledgement to the controller. 4. Write the completion register to PLIC to
complete this interrupt. 5. After leaving the interrupt handler, the program calls ether-
net_recv in the mainloop. 6. The program pops the packet from eth_fifo in ethernet_recv.

Note that the interrupt handler does not pass the received packet directly into IwIP by
calling netif->input, or allocate a piece of memory from malloc to hold the packet. Instead,
it pushes the packet to eth_fifo first and then pops it back after leaving the handler.
The reason behind it is that both netif->input and malloc cannot be called both in the
mainloop context and in the interrupt context. For malloc, it is not reentrant according
to the C standard, which means it cannot re-enter itself after being interrupted during
some previous call to it. For netif->input (called in ethernet_recv), it can use the pbuf
memory allocator internally, which can in turn be backed up by malloc depending on the
IwIP configuration. Therefore both netif->input and malloc cannot be used in the interrupt
handler, and a special FIFO, eth_fifo, is needed to solve the issue.

Figure 29 shows the overview of eth_fifo. eth_fifo consists of a read pointer, a write
pointer and a static array of pbuf pointers. The array will be filled with valid pbuf pointers
pointing to free pbuf structs during the program initialization. For the pop operation, it
will return the pbuf struct in the slot pointed by the read pointer, allocate a new free pbuf
from IwIP, and then update the read pointer. For the push operation, it will get a packet
from the Ethernet controller and then store it into the free pbuf in the slot pointed by the
write pointer. The pop operation will only be called from the mainloop, while the push
operation will only be called from the interrupt handler. This way the packet allocation
will not be called in more than one context, and hence preventing calls to non-reentrant

functions.

// the Ethernet device is connecting to interrupt source #1 of PLIC
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Figure 29: eth_fifo Overview

#define ETH_INT_ID 1
static void ethermnet_interrupt_handler (void)

{
// PLIC Claim operation
int claim_id = #*(volatile char #*)plic_cc_reg;
if (claim_id == ETH_INT_ID) {
// check if there is an arriving packet
if (¥*(volatile int *)eth_rx_pending_reg) {
int rx_packet_size = *(volatile unsigned #*)(eth_rx_packet_size_reg);
eth_fifo_push((volatile char #*)eth_rx_packet_reg, rx_packet_size);
// Write 1 to ACK the received packet
*(volatile int #*)eth_rx_pending_reg = 1;
// PLIC Completion operation
*(volatile int #*)plic_cc_reg = claim_id;
}
}
}
void _ethernet_init (struct netif *netif)
{
// Register the S-mode interrupt handler, ethernet_interrupt_handler
// Setting PLIC / Enabling S-mode interrupt
// Init eth_fifo
}
struct pbuf #*_ethermnet_recv(void)
{
return eth_fifo_pop();
}
int _ethernet_send(struct pbuf *pbuf)
{
// same as polling/ethernet_driver_port.c
}
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Host/
This implementation is for running on a Linux host. It uses the Linux raw socket
API to send/receive Ethernet packets directly to/from an physical Ethernet interface on

Linux.

int sockfd;
char buffer [2048];
struct sockaddr_11 socket_address;

void _ethernet_init (struct netif #*netif)
{

// Set up a Linux raw socket

struct pbuf #*_ethernet_recv(void)
{
struct pbuf *pbuf = NULL;
// Non-blocking recv:
int sz = recvfrom(sockfd, buffer, sizeof (buffer), MSG_DONTWAIT, NULL, NULL);
if(sz > 0) {
pbuf = pbuf_alloc(PBUF_RAw, sz, PBUF_RAM);
memcpy (pbuf ->payload, buffer, sz);

}
else {

// No packet received
}

return pbuf;

int _ethernet_send(struct pbuf *pbuf)

{
int send_size = pbuf->tot_len;
// Get contiguous memory from pbuf
void *buf = pbuf_get_contiguous (pbuf, buffer, sizeof (buffer), send_size, 0);
return sendto (sockfd, buf, send_size, 0, (struct sockaddr *)&socket_address,
sizeof (struct sockaddr_11));
}

4.4.3 TCP and SSL Programs

Overview

Figure 30 shows the directory structure under tcp_ssl/. This example produces four
binaries, TCP server/client and SSL server/client. lwip_server.c is shared by both tcp_server.c
and ssl_server.c, while lwip_client.c is shared by both tcp_client.c and ssl_client.c.

There are two standard interfaces between lwip_server/client and ssl_server/client.
They are the server task API and the client task APIL. Both of them have exactly the same
fields: task_create creates a task and returns the task ID; task_scheduler runs some runnable

tasks one-by-one; task_data_input sends the TCP payload to the specific task; and task_close
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simply closes and frees the specific task.

Besides lwip/ and main/, there are also ssl_cert_gen/ and test/ in tcp_ssl/. ssl_cert_gen/
contains a Makefile that generates important SSL files for both the SSL server and client
programs, including the public/private keys for both the server and CA, the CA certifi-
cate, the server certificate. After generating those files, it executes a generation program
from wolfSSL to convert them into some C buffers (in my_certs_test.h) which will be
loaded by the SSL server and client.

The sub-folder ssl_cert_build/ contains pre-built SSL files. test/ includes four simple

python programs that are used for testing the functionality of all TCP and SSL programs.

e tcp ssl/
o lwip/
(Common IwIP code used by the four programs in main/:)
m lwip_server.c
® |wip_client.c
o main/
(Four programs that correspond to four separate binaries:)
m fcp_server.c
m tcp client.c
m  ss| server.c
m  ssl| client.c
o ssl _cert_gen/
m  ss| _cert_build/
o test/
m fcp_server.py
m tcp_client.py
m  ss| server.py
m  ss| _client.py

Figure 30: The Directory of the TCP/SSL Example

// Server Task API
struct tcp_server_task {
int (*task_create) (struct tcp_pcb *newpcb);
void (*task_scheduler) (void);
int (*task_data_input) (int task_id, struct pbuf *p);
int (*task_close) (int task_id);
3
// Client Task API
struct tcp_client_task {
int (*task_create) (struct tcp_pcb *newpcb);
void (*task_scheduler) (void);
int (*task_data_input) (int task_id, struct pbuf *p);
int (x*task_close) (int task_id);
3

Iwip_server:

The overview of the code is as follows: First, the server initializes the IwIP system
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and adds a network interface for the Ethernet hardware. During the call to netif_add, the
init function ethif_init will be called to set some of the fields of the new network interface,
including netif->linkoutput, which is set to one of the functions in the device driver API,
ethernet_send. After the init function, all the packets forwarded to this interface will be
sent out via ethernet_send.

After adding a network interface, the server brings the interface up and marks the start
of an DHCP negotiation. Then it enters a loop that calls PERIODIC_TASK every cycle.
PERIODIC_TASK consists of two function calls, ethernet_recv and sys_check_timeouts. The
former is one of the functions in the device driver API, while the latter is the IwIP house-
keeping function that handles all the time related operations. After entering the loop, the
server keeps running until it gets an IP address from a DHCP server. Note that the en-
tire DHCP negotiation process is completely hidden from the user, as sys_check_timeouts
will call into IwIP and interact with the DHCP server through ethernet_recv and netif-
>linkoutput (which has been set to ethernet_send).

After getting an IP address, the server creates a TCP control block and binds it to
the IP address. Then the server marks the TCP connection as LISTEN and sets the accept
callback function to tcp_accept_callback, which will be called when an incoming connection
is accepted.

Now all the configuration is set. The final step for the server is to enter an infinite loop
that calls PERIODIC_TASK and the task_scheduler periodically. All the TCP connections
are maintained in this loop and the user program will be notified through one of their
registered callback functions if IwIP gets any event.

When a TCP connection is accepted, IwIP will inform the user by calling the accept
callback function, tcp_accept_callback. This callback will spawn a task and associate the
new task ID to the new TCP connection and set the receive callback, tcp_recv_callback,
for the new TCP connection. If the argument p is not NULL, tcp_recv_callback passes
the received TCP payload from that TCP connection to the user and then calls tcp_recved
to inform its network peer that the user is ready to consume more TCP traffic. If the
argument p is NULL, it indicates the connection has been closed.

tcp_recved is part of the TCP flow control mechanism. It grows the TCP receive win-
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dow of ‘pcb’ by ‘len” (figure 31) and is called when the program has taken ‘len” bytes
of data away from the receive buffer. In TCP, the receiver allocates a receive buffer for
the received TCP data. In order not to overload the receiver, the sender gets the size
of the receive window, which is essentially the free space left in the receive buffer, from
the receiver, and limits the maximum counts of the sent-but-not-yet-ACKed data to the
window size.

Receive Buffer

A

From IP Layer To Application

|:> Free Space TCP Data ::>

A Ve

Receive Window

Figure 31: TCP Receive Window

Pseudo code of lwip_server

#define SERVER_PORT 12345
#define SERVER_MAC "\x00\x11\x22\x33\x44\x55"
#define PERIODIC_TASK (netif) do { \
ethernet_recv ((netif)); \
sys_check_timeouts (); \
} while (0)
struct netif netif;
err_t tcp_recv_callback(void #*arg, struct tcp_pcb *tpcb, struct pbuf *p,
‘ err_t err)

int task_id = (int)arg;

if (p) {
tcp_server_task.task_data_input (task_id, p);
tcp_recved (tpcb, p->tot_len);
pbuf_free(p);

} else {
tcp_close (tpchb);
tcp_server_task.task_close(task_id);

}
return ERR_OK;

}
err_t tcp_accept_callback(void #*arg, struct tcp_pcb *tpcb, err_t err)

{
int task_id = tcp_server_task.task_create(tpcb);
tcp_recv(tpcb, tcp_recv_callback); // set callback
tcp_arg(tpcb, (void #*)task_id);

) return ERR_OK;

static err_t ethif_init(struct netif *netif)

SERVER_MAC;
sizeof (hwaddr) / sizeof (xhwaddr);

const char hwaddr [6]
const int hwaddr_len
netif ->state = NULL;
netif ->hwaddr_len = hwaddr_len;

memcpy (netif ->hwaddr , hwaddr, hwaddr_len);
netif ->mtu = 1500;

memcpy (netif ->name, "en", 2);

netif ->output = etharp_output;
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netif ->linkoutput = ethernet_send;

netif ->flags |= (NETIF_FLAG_ETHERNET | NETIF_FLAG_ETHARP);
ethernet_init (netif);

return O0;

int main() {
struct tcp_pcb *pcb = NULL;
ip4_addr_t ipaddr;
lwip_init ();
// netif ->input is set to netif_input:
netif_add (&netif , NULL, NULL, NULL, NULL, ethif_init, netif_input);
netif_set_up (&netif);
dhcp_start (&netif);
while (dhcp_supplied_address (&netif) == 0) {
PERIODIC_TASK (&netif);

pcb = tcp_new ();

ipaddr.addr = netif.ip_addr.addr;

tcp_bind (pcb, &ipaddr, SERVER_PORT);

pcb = tcp_listen(pcb);

tcp_accept (pcb, tcp_accept_callback); // set callback

// mainloop:

while (1) {
PERIODIC_TASK (&netif);
tcp_server_task.task_scheduler ();

Iwip_client:

Iwip_client works pretty much in the same way as lwip_server, including using the
same device driver AP], task API, and having the same routine in the callbacks. The only
main difference is that, in lwip_server, tcp_bind, tcp_listen and tcp_accept are used to set up
the server, while in Iwip_client, only tcp_connect is used for the client. Just like tcp_accept,
tcp_connect sets up a callback that will be called when a TCP connection is made to the
server.

Pseudo code of Iwip_client

#define CLIENT_MAC "\x66\x55\x44\x33\x22\x11"

#tdefine SERVER_IP "192.168.0.10"

#define SERVER_PORT 12345

#define PERIODIC_TASK(netif) do { \
ethernet_recv ((netif)); \
sys_check_timeouts (); \

} while (0)

struct netif netif;

static err_t ethif_init(struct netif *netif)
{
const char hwaddr [6]
const int hwaddr_len
netif ->state = NULL;
netif ->hwaddr_len = hwaddr_len;
memcpy (netif ->hwaddr , hwaddr, hwaddr_len);
netif ->mtu = 1500;
memcpy (netif ->name, "en", 2);
netif ->output = etharp_output;

CLIENT_MAC;
sizeof (hwaddr) / sizeof (*hwaddr);
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netif ->linkoutput = ethernet_send;

netif ->flags |= (NETIF_FLAG_ETHERNET | NETIF_FLAG_ETHARP);
ethernet_init (netif);

return 0;

err_t tcp_recv_callback(void #*arg, struct tcp_pcb *tpcb, struct pbuf *p,
err_t err)

{
int task_id = (int)arg;
if(p) {
tcp_client_task.task_data_input (task_id, p);
tcp_recved (tpcb, p->tot_len);
pbuf_free(p);
} else {
tcp_close (tpchb);
tcp_client_task.task_close(task_id);
}
return ERR_OK;
}

err_t tcp_connect_callback(void *arg, struct tcp_pcb *tpcb, err_t err)
{

int task_id = tcp_client_task.task_create (tpcb);

tcp_recv(tpcb, tcp_recv_callback); // set callback

tcp_arg(tpcb, (void #*)task_id);

return ERR_O0OK;

int main () A{
lwip_init ();
// netif ->input is set to netif_input:
netif_add (&netif , NULL, NULL, NULL, NULL, ethif_init, netif_input);
ip4_addr_t server_ipaddr = {ipaddr_addr (SERVER_IP)};
netif_set_up (&netif);

dhcp_start (&netif);
while (dhcp_supplied_address (&netif) == 0) {
PERIODIC_TASK (&netif);
}
pcb = tcp_new();
// set callback
tcp_connect (pcb, &server_ipaddr , SERVER_PORT, tcp_connect_callback);
while (1) {
PERIODIC_TASK (&netif);
tcp_client_task.task_scheduler ();

tcp_server:

In tcp_server.c, each task struct has a task ID, a state variable for the state machine

in tcp_server_task_run, and a private FIFO for received TCP payload. This file also de-

fines the following functions, some of which are assigned to the server task API (see

include/tcp_server_task.h):

56



¢ tcp_server_task_create (API: task_create)

Create a new task struct which contains a new private FIFO.

¢ tcp_server_task_run_all (API: task_scheduler)
Traverse the task struct list and run all the runnable tasks. All the tasks share the

same routine, which is tcp_server_task_run.

* tcp_server_task_data_input (API task_data_input)
Push TCP payload to the private FIFO.

* tcp_server_task_close (API: task_close)

Free the task struct.

* tcp_server_task_run
This is the server routine for every TCP connection. The routine is a state machine
and each task uses its state variable to resume its previous execution. The routine

simply pops the TCP payload from the private FIFO and prints it out.

tcp_client:

tcp_client shares pretty much the same code logic as tcp_server.c except the prefix
of each function name is tcp_client_task instead of tcp_server_task, and the function
tcp_client_task_run is sending data instead of receiving. Before sending data through
tep_write, the client checks the remaining space in the send buffer by calling tcp_sndbuf.
ssl_server:

In ssl_server.c, each task struct has a task ID, a state variable for the state machine
in tcp_server_task_run, and a private FIFO for received TCP payload. This file also de-
fines the following functions, some of which are assigned to the server task API (see

include/tcp_server_task.h):

¢ tcp_server_task_create (API: task_create)
Create a new task struct which contains a new private FIFO. The function will
also call tcp_server_task_global_init to select the TLS protocol and load the server

certificate and the server private key from my_certs_test.h, which is located in
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ssl_cert_gen/ssl_cert_build/. The server certificate will be sent to and verified by

the client. The underlying I/O callback functions for wolfSSL are also set here.

tcp_server_task_run_all (API: task_scheduler)
Traverse the task struct list and run all the runnable tasks. All the tasks share the

same routine, which is tcp_server_task_run.

tcp_server_task_data_input (API: task_data_input)
Push TCP payload to the private FIFO. The payload will be popped out later by

ssl_media_recv.

tcp_server_task_close (API: task_close)

Free the task struct and the SSL object.

tcp_server_task_run

This is the server routine for every SSL connection. The routine is a simple state
machine and each task maintains its own state with its state variable. The first
step for the server is to make an SSL connection with wolfSSL_accept. After that,
the server will forward its state and keep reading the data from the client with
wolfSSL_read. Since the underlying I/O callbacks (ssl_media_send, ssl_media_recv)
are non-blocking, both wolfSSL_accept and wolfSSL_read can return an error indi-
cating that the operation has not yet finished. Therefore, those operations have
to be called repeatedly until they succeed (or fail with any other error). Note
that tcp_server_task_run does not contain any loop to repeatedly call those non-
blocking functions. tcp_server_task_run will be called repeatedly in the mainloop

in lwip_server.

ssl_media_send
This is the actual send function that wolfSSL would call when it wants to send out
data to the underlying transport layer. This function performs non-blocking send. It

will return an error indicating the operation would block if the data cannot be sent.

ssl_media_recv

This is the actual recv function that wolfSSL would call when it wants to receive data
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from the underlying transport layer. This function pops the received TCP payload
from the private FIFO specific to a SSL connection and then sends it to wolfSSL. This
function performs non-blocking recv. It will return an error indicating the operation

would block if there is no data available from the FIFO.

Pseudo code of ssl_server

#include "my_certs_test.h"

WOLFSSL_CTX *ctx = NULL;

int ssl_media_send (WOLFSSL #*ssl, char *buf, int sz, void *ctx);
int ssl_media_recv (WOLFSSL #*ssl, char *buf, int sz, void *ctx);
void tcp_server_task_global_init (void)

{
wolfSSL_Init ();
WOLFSSL_METHOD *method = wolfTLSvl_2_server_method();
ctx = wolfSSL_CTX_new(method);
// set 1/0 callbacks
wolfSSL_CTX_SetIORecv(ctx, ssl_media_recv);
wolfSSL_CTX_SetI0OSend(ctx, ssl_media_send);
// load the server certificate
wolfSSL_CTX_use_certificate_buffer (ctx, server_cert_pem,
sizeof (server_cert_pem), WOLFSSL_FILETYPE_PEM);
// load the server private key
wolfSSL_CTX _use_PrivateKey_buffer (ctx, server_private_key_pem,
sizeof (server_private_key_pem), WOLFSSL_FILETYPE_PEM);
}
int tcp_server_task_create(struct tcp_pch *newpcb)
{
static int tcp_server_task_global_inited = 0;
int task_id;
if (tcp_server_task_global_inited == 0) {
tcp_server_task_global_init ();
tcp_server_task_global_inited = 1;
}
// assign a free ID to task_id
// init the new task struct
// set task initial state to SSL_PROGRESS_ACCEPT
}
void tcp_server_task_run(int task_id)
{

WOLFSSL *ssl;
int *progress
int ret, read_count;
// get ssl and progress with task_id
switch (*progress) {
case SSL_PROGRESS_ACCEPT:
ret = wolfSSL_accept(ssl);
ret = wolfSSL_get_error(ssl, ret);
if (ret == WOLFSSL_ERROR_NONE)
*progress = SSL_PROGRESS_IO;
else if (ret != WOLFSSL_ERROR_WANT_READ &&
ret != WOLFSSL_ERROR_WANT_WRITE)
*progress = SSL_PROGRESS_ERROR;
break;
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case SSL_PROGRESS_IO:

read_count = wolfSSL_read(ssl, mesg, sizeof (mesg)
ret = wolfSSL_get_error(ssl, read_count);

if (ret == WOLFSSL_ERROR_NONE) {
// mesg received

}

else if (ret != WOLFSSL_ERROR_WANT_READ &&
ret != WOLFSSL_ERROR_WANT_WRITE)

*progress = SSL_PROGRESS_ERROR;
break;
case SSL_PROGRESS_ERROR:
break;

ssl_media_send (WOLFSSL #*ssl, char *buf, int sz,

struct tcp_pcb *tpcb;

int free, len, ret;

int task_id = wolfSSL_get_fd(ssl);
// get tpcb with task_id

free = tcp_sndbuf (tpcb);

len = (sz < free) 7 sz : free;

void *ctx)

ret = tcp_write(tpcb, buf, len, TCP_WRITE_FLAG_COPY);

if (ret !'= ERR_OK) {

// would block

return WOLFSSL_CBIO_ERR_WANT_WRITE;
}

return 1len;
ssl_media_recv (WOLFSSL *ssl, char *buf, int sz,
int task_id = wolfSSL_get_fd(ssl);

int count;
// get the private FIFO0 associated with task_id

void *ctx)

// pop the data from the FIF0 and get the count of the data

if (count == 0) {

// would block

return WOLFSSL_CBIO_ERR_WANT_READ;
}

return count;

ssl_client

is that the client loads the CA certificate from my_certs_test.h during its initialization (in
tcp_client_task_global_init). The CA certificate contains the CA’s public key and it is used

to verify if the server’s certificate really comes from the CA. The other difference is that

the

ssl_client shares pretty much the same code logic as ssl_server.c. The main difference

client uses wolfSSL_connect to connect to the server.

Pseudo code of ssl_client

#include "my_certs_test.h"

WOLFSSL_CTX *ctx = NULL;
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char mesg[1024] = ...;
int mesg_size = ...;
int mesg_idx = 0;

void tcp_client_task_global_init (void)

{
wolfSSL_Init ();
WOLFSSL_METHOD *method = wolfTLSv1l_2_client_method();
ctx = wolfSSL_CTX_new(method);
wolfSSL_CTX_SetIORecv(ctx, ssl_media_recv);
wolfSSL_CTX_SetI0OSend(ctx, ssl_media_send);
// load the CA certificate
wolfSSL_CTX_load_verify_buffer (ctx, ca_cert_pem, sizeof (ca_cert_pem),
WOLFSSL_FILETYPE_PEM);
}
void tcp_client_task_run(int task_id)
{
WOLFSSL *ssl;
int *progress;
// get ssl and progress with task_id
switch (*progress) {
case SSL_PROGRESS_CONNECT:
ret = wolfSSL_connect(ssl);
// if succeeds, go to SSL_PROGRESS_IO
// if error happens, go to SSL_PROGRESS_ERROR
case SSL_PROGRESS_IO:
// wolfSSL_write(...)
// if error happens, go to SSL_PROGRESS_ERROR
case SSL_PROGRESS_ERROR:
break;
}
}
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4.4.4 Boot Loaders

The second and third examples of IwIP and wolfSSL are the two boot loaders for the
BlackParrot System on Module. They are the first-stage boot loader in tftp_loader and
the second-stage boot loader in ssl_loader. The introduction of the BlackParrot System on
Module will be given first. Then the two boot loaders will be explained later.
BlackParrot System on Module

The BlackParrot System on Module (BP SOM) consists of only a BlackParrot core, an
Ethernet controller, a piece of tiny ROM and RAM. This lightweight design leads to low
cost and little power consumption and is suitable for embedded applications. However, if
users would like to run a Linux distribution on a BP SOM, the software booting process
would be challenging as there would be no hard drive storing the Linux kernel and all
the other system data. What makes things even more difficult is that the tiny ROM in
the BP SOM should be made as small as possible, possibly no larger than 64 KiB, which
is too small for holding a regular boot loader. In order to address the above issues, two
boot loaders along with the Linux Network File System (NFS) have been introduced to
the booting process.

Figure 32 shows the booting process of a Linux distro on the BP SOM. The middle
row shows the current program running in the BP SOM at a specific stage, while the
bottom row shows the three different servers. Since the first-stage boot loader is stored
in ROM, the booting process starts by relocating the first-stage boot loader from ROM to
RAM. Then the first-stage boot loader downloads the second-stage boot loader through
a protocol called Trivial File Transfer Protocol (TFIP). TFIP is a client server protocol:
the client sends read or write requests to the server that hosts the files. TFIP is also a
lightweight protocol running on UDP. It has been frequently used in network booting as
it can be implemented with a very small memory footprint.

After downloading the second-stage boot loader, the second-stage boot loader down-
loads the Linux kernel from the SSL server and executes it. At the end of execution, the
Linux kernel does the NFS mounting: it mounts the root directory of the Linux distro

from the NFS server as its root. Now every access to the root file system happens on the
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network, as if the root file system were stored on a local hard drive. Finally, the kernel
runs an init script in the root to boot the Linux Distro.

The purpose of passing the Linux kernel through an SSL connection is to ensure the
kernel image is not corrupted by any malicious attack. The reason why the SSL client
is not used as the first-stage boot loader is that the code size for both the SSL and TCP
(SSL typically runs on TCP) layers is too large to fit into a 64-KiB ROM. Therefore a more
lightweight protocol, TFTP, is chosen for the first stage instead. In order to make sure
that the second-stage loader passed by the TFTP server will not be corrupted, a SHA256
checksum of the loader is written in ROM beforehand with the TFTP client program. This
allows the TFTP client program to discover any errors by comparing the checksum of the

received loader against the pre-calculated checksum.

time
BP SOM BP SOM BP SOM BP SOM
Loader #1: Loader #2:
TFTP client SSL client Linux Kernel Linux Distro

Connect Get Loader #2 Get kernel NFS mount

TFTP Server SSL Server NFS Server

Host Host Host

Figure 32: The Booting Procces of a Linux Distro on the BlackParrot System on Module

The TFTP Loader

Iwip/lwip_client.c works in the similar way as the one in tcp_ssl/, except that the
Iwip_client.c for the TFTP loader uses the UDP APl instead of the TCP API. The first-stage
boot loader consists of two parts: the TFIP client that downloads the second-stage boot
loader, and the program loader that relocates the second-stage boot loader to wherever
it should be. Figure 33 shows the TFIP state machine in the first-stage boot loader. The
client always waits for the receiving of the DATA packet (which contains the second-stage

boot loader) before it sends out an ACK to the server, and the server also waits for the
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receiving of the ACK before it sends out the next DATA packet. This ensures that the
received data will not be reordered. After receiving all the DATA packets, the boot loader

verifies the SHA256 checksum of the received boot loader and starts loading it.

DATA Packet Received

Initial State Send Read Request
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Figure 33: The FSM within the TFTP Loader

In order to minimize the code size of the TFTP loader as much as possible, the follow-

ing four steps have been taken for the TFIP loader:

1. Eliminate the use of BlackParrot Newlib.

2. Remove unnecessary features, for example, TCP protocol and IP fragmentation, by
specifying options in lwipopts.h. IP fragmentation is unnecessary because the TFTP
blocksize used in the loader is smaller than the maximum size a UDP packet can

have without fragmentation.

3. Remove the code of the internal IwIP heap memory allocator by reusing the existing
IwIP memory pool allocator. As described in the previous section, there are several
implementations for the IwIP heap memory allocator. One of the implementations
is to use the IwIP memory pool allocator for the IwIP heap memory allocation.

This can be done by setting MEM_USE_POOLS to 1 in lwipopts.h, and defining a
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configuration file Iwippools.h that specifies the schema of the memory pools. For
example, define two memory pools, one with 50 blocks, 64 bytes for each, and the
other with 25 blocks, 88 bytes for each. By reusing the code, the total code size is

further reduced.

4. Implement only necessary features of the TFIP protocol. In our case, support only

the read requests, as the TFTP loader is only required to read a file from the server.

The SSL Loader

Similar to the first-stage boot loader, the second-stage loader also consists of two parts:
the SSL client that loads the Linux binary and the program loader that loads the Linux
binary to where it should be. The SSL client part of the boot loader uses the SSL client in

the tcp_ssl example as the template. Therefore the description is omitted here.
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5 Validation and Results

The combination of BlackParrot, BlackParrot Ethernet Controller and the RISC-V PLIC
module has been verified both in software simulation and on Zedboard, under the Zyn-
qParrot framework. Figure 34 shows the final block diagram with all the modules inte-
grated. The ETH block is the BlackParrot Ethernet controller with an AXI client (slave)
adapter, whereas the PLIC block is the RISC-V PLIC module from OpenTitan with an AXI
master adapter and an AXI client adapter. Although not shown in the figure, the RGMII
interface of the Ethernet controller is connected to the FMC interface on Zedboard, and
the TX and RX IRQ line of the Ethernet controller are ORed together before connecting to
the interrupt source 1 of the PLIC module. The clock frequencies for the BlackParrot, the
Ethernet Controller (except the RGMII part of the circuits), the PLIC module and the AXI

connections are all 20 MHZ.
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Figure 34: ZyngParrot with Ethernet Controller and PLIC
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Resource | Utilization | Available | Utilization %
LUT 38921 53200 73.16
LUTRAM 3386 17400 19.46
FF 20207 106400 18.99
BRAM 123.5 140 88.21

Table 1: ZyngParrot Utilization

Resource | Utilization | ZynqParrot %
LUT 849 2.18
LUTRAM 0 0.00
FF 981 4.85
BRAM 9.5 7.69

Table 2: The BlacParrot Ethernet Utilization

5.1 FPGA Synthesis Reports
5.1.1 Zedboard Utilization

Table 1 shows the total utilization of BlackParrot, Ethernet controller and PLIC module
and other modules under ZynqParrot. Table 2 and table 3 show the relative utilization

compared to the total of ZynqParrot.

5.2 Quality of the RX RGMII signals

Even if the BlackParrot Ethernet controller supports 1G Ethernet, without having good
quality of the RGMII signals, the speed would be severely degraded. The Ethernet con-
troller does Cyclic Redundancy Check (CRC) whenever it receives a packet. If there is
data corruption in the packet, possibly due to some noises in the Ethernet cable or im-

proper latch of some RX RGMII signals, the hardware will simply discard the packet and

Resource | Utilization | ZynqParrot %
LUT 3 0.01
LUTRAM 0 0.00
FF 16 0.08
BRAM 0 0.00

Table 3: The RISC-V PLIC Module Utilization
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result in a packet loss.

The original MAC module from Alex already provides signals that would indicate
whether such a packet loss is happening on the RX side. Those signals have been used
during the software tests (which will be described in the next section) to evaluate the
quality of the RX RGMII signals. The end results showed that there was no such packet
loss on the RX side. For the quality of TX RGMII signals, it is hard to show if there is
data corruption happening there, since there is no feedback signal from the receiver that

would indicate the data has been corrupted.

5.3 Software Tests

¢ Linux Kernel 5.15 (with Liteeth driver and the RISC-V PLIC driver)
After booting up the Linux kernel on Zedboard, the Ethernet connection was tested
by running a TCP server written in C that sends 4 MiB of data to a host. The
Ethernet connection was also tested by doing a Linux NFS boot. First, an NFS server
that would provide the root directory of a Linux distro from Yocto was launched on

a host computer. Then the Linux kernel began to boot on Zedboard.

¢ The TCP/SSL Examples
During the test for TCP/SSL server, multiple TCP/SSL client programs written in
Python connected to the server on Zedboard one by one and then they sent/re-
ceived messages to/from the server at the same time. The clients also connected
and disconnected multiple times to ensure the server could handle the disconnec-
tion properly.
During the test for the TCP/SSL client, a TCP/SSL server written in Python launched

on a host first and then the TCP/SSL client on Zedboard sent data to the server.

¢ The BlackParrot System on Module
The complete boot flow was tested on Zedboard: The first-stage boot loader loaded
the second-stage boot loader from a busybox TFIP server running on a host and
verified its SHA256 checksum. The second-stage boot loader then ran and loaded

the Linux binary from a python SSL server running on a host. After booting up the
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Linux kernel, the kernel started NFS booting from an NFS server on a host to boot

the Linux Distro from Yocto.

5.4 Software Footprint
5.4.1 IwlIP Library Footprint

Figure 35 shows the breakdown of the IwIP library footprint. The data in the figure was
generated by the following command ‘size -t". Each column, from left to right, shows
the text section, the data section, the bss section and the total size of the previous three
sections in decimal and hexadecimal. Each row shows the size of each component in the
IwlP library, and the total sizes can be seen at the bottom row. The library has been com-
piled by “gcc” with “-Os” and without RISC-V compressed instruction set (as BlackParrot
currently does not support the RISC-V C Extension). It has also been compiled with “-
fno-common”, so that the uninitialized data (for example, the static memory managed by
the two IwIP memory allocators) is put in the bss section.

This library has been tuned for the TCP/SSL programs from my first example (and
assuming that the server program can only make up to 4 TCP connections at the same
time). The total text size of the library is roughly 79.5KiB, and the total size of data and
bss is roughly 3.9KiB. The two main sources for the bss section are the static memory
from the IwIP heap allocator (mem.o) and the static memory from the IwIP memory pool
allocator (memp.o). The MEM_SIZE macro that specifies the maximum size of the IwIP
heap, and the MEMP_NUM_* macros that specify the maximum numbers of elements in
each of the IwIP memory pool, have been specified in lwipopts.h to minimize the sizes
of the two bss sections. Those memory limits should be set properly based on the actual
applications. They can be found by setting MEM_STATS to 1 in Iwipopts.h and dumping
the memory stats with stats_display.

In our specific setting, the dynamic memory footprint increases 216 bytes per TCP
connection, as each TCP connection is represented by a TCP control block, and the control

block is 216 bytes.
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Figure 35: IwIP Library Footprint

5.4.2 wolfSSL Library Footprint

Figure 36 shows the breakdown of the wolfSSL library footprint. Similar to the IwIP li-
brary, the data from the figure was generated by the following command ‘size -t". The
library has been compiled by “gcc” with “-Os” and without RISC-V compressed instruc-
tion set. It has also been compiled with “-fno-common”. The total text size of the library
is roughly 313.9 KiB, and the total size of data and bss is roughly 5.7 KiB.

With one SSL connection, the dynamic memory footprint is roughly 14.8 KiB. With
more than one SSL connection, the dynamic memory footprint increases 3.1 KiB/s per

SSL connection.

5.4.3 The TFTP Loader Footprint

Figure 37 shows the footprint of the TFTP loader. The size of the text section is roughly
30.8 KiB (this amount of code will be put in the ROM). The bss section is roughly 4.1MiB.

4MiB is allocated for storing the second-stage boot loader.
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Figure 37: The TFTP Loader Footprint

5.5 Network Throughput

The network throughputs were measured on Zedboard with BlackParrot running at 20
MHZ. The Ethernet speed ran at 1Gbps and was connected to a 1G switch. There was

also a Linux host computer connected to the switch.

¢ IwIP UDP Throughput
With continuous calls to udp_send with 1472 bytes of data (This is the maximum
size one can get to send out UDP packets without fragmentation) and PERIODIC_TASK,
the TX UDP throughput is roughly 1707 KiB/s.
When the host sends UDP packets with size 1472 bytes continuously, the RX UDP
throughput is roughly 1791 KiB/s.

¢ IwIP TCP Throughput
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When transmitting files between the host, the RX TCP throughput is roughly 918.0
KiB/s, while the TX TCP throughput is roughly 1024 KiB/s.

wolfSSL Throughput
When transmitting files between the host, the RX SSL throughput is roughly 78.3
KiB/s, while the TX SSL throughput is roughly 50.8 KiB/s.

Linux Throughput
When sending data to the host through the Linux TCP socket, the TX throughput is
roughly 331.1KiB/s.

Linux NFS Throughput
When running “dd if=/dev/zero of=test_file bs=X count=Y”, where, X * Y equals
to 2MiB (that is, the total size is fixed to 2MiB), the throughput are as follows:

— X=512: 59.9 KiB/s

- X=1024: 74.7 KiB/s

— X=2048: 82.4 KiB/s

- X=4096: 86 KiB/s

- X=8192: 90 KiB/s

— X=16384: 97.6 KiB/s

— X=32768: 95.4 KiB/s

The ideal throughput of 1G Ethernet should be 125 MB/s (1 Gbps / 8 bit). However,

since ZynqgParrot is running at 20 MHZ and the AXI bus to the Ethernet controller is

32-bit, the ideal throughput under this hardware setting can only be 80 MB. Other factors

could also further reduce the throughput: The first one is the DEMUX module. The

module currently does not support multiple outstanding AXI requests, that is, it can only

handle requests one by one. Therefore, the cycles needed to handle one single request is

equal to the roundtrip latency between the DEMUX and the Ethernet controller, which

is 4 cycles. Therefore the throughput reduces from 80 MB to 20 MB. The second one is

the software driver: The above analysis assumes that the CPU can write data with full
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32-bit length to the controller one after another. However, the software driver cannot
always send the data back-to-back since it also has to move the data from other memory
locations and check the sending progress in order not to overflow the write buffer. Last
but not least, the CPU has to spend time processing Ethernet packets. These would all

affect the actual Ethernet throughput.
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6 Conclusion and Future Works

This thesis work brings the complete hardware and software solution of making Ether-
net connections to BlackParrot. For hardware, an Ethernet controller based on the MAC
modules from Alex has been created. The RISC-V PLIC module from OpenTitan has
also been tested with BlackParrot. Both hardware modules are open-source and can be
targeted at both ASIC and FPGA. Both hardware modules have also been tested on an
FPGA and were able to run various kinds of Ethernet software described below. For soft-
ware, the TCP/IP library IwIP and SSL library wolfSSL have been ported to BlackParrot,
both of which are open-source, and several Ethernet examples using those libraries have
been created. Those examples are able to make connections to real-world programs like
TCP/SSL Python programs and the TFIP server from busybox. Besides these two li-
braries, the Linux kernel 5.15 along with the Linux Liteeth Ethernet driver and the Linux
RISC-V PLIC driver have also been tested with the hardware. The kernel is able to NFS
boot a Linux distro from an NFS server, without the need to have any BlackParrot-specific
changes to Linux.

Although the entire network stack has been brought to BlackParrot, there are plenty

of things that can be improved:

1. Currently, the hardware modules have only been tested on FPGA. In the future,
they should also be tested in ASIC.

2. The BlackParrot Ethernet controller does not support DMA. Implementing one
could improve the network throughput a lot. However, adding DMA support might

indicate custom changes are needed for the Ethernet driver in Linux.

3. The infrastructure of the Ethernet ZynqParrot needs to be changed. The original
version is shown in figure 34. In order to have a more flexible design, the Ethernet
controller and the PLIC device can be moved outside the top module and be con-
nected through the Xilinx AXI SmartConnect IPs, as shown in figure 38. With this
design, all the connections of future peripheral devices can be done without chang-

ing anything within the top module. However, there is one downside to this design:
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the simulation framework will no longer fork for the Ethernet controller and PLIC
module, as ZynqParrot can only do simulation for modules within the top module.
Therefore, both the hardware infrastructure and the simulation framework need

adjustment.

. The code size of the first-stage boot loader of the BlackParrot SOM can possibly be
reduced further with compression. The idea is to store the compressed boot loader
into ROM, and decompress it before running the boot loader. This idea needs to
be evaluated carefully as the extra code for the decompression might outweigh the

benefit.

. The throughput of the AXI DEMUX and MUX can be further improved by allowing
multiple outstanding AXI requests instead of handling one at a time. Other than

the clock speed, this is currently the bottleneck of the Ethernet connection speed.
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